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Abstract

Real-time quality control in Industrial Internet of Things (IIoT) environments demands low-latency data processing and intel-
ligent decision-making at the network edge. This article investigates the integration of edge computing and artificial intelligence
(Edge-Al) to enable real-time defect detection and process monitoring in manufacturing. We propose a hierarchical Edge-AI
architecture that deploys lightweight convolutional neural networks on edge devices for local inference, while cloud servers
handle model retraining and aggregation. A prototype was implemented using Raspberry Pinodes equipped with camera modules
and accelerometers, connected via MQTT to a local edge server. Experimental evaluation on a simulated assembly line achieved a
mean detection latency of 18.3 ms and an accuracy of 94.7% for surface defects, outperforming cloud-only approaches by reducing
latency by 62%. Resource utilization analysis shows that model quantization and pruning reduced memory footprint by 45%
without significant accuracy loss. The findings demonstrate that Edge-Al provides a viable solution for real-time quality control
in bandwidth-constrained industrial settings, offering a balance between accuracy, latency, and computational cost.

Keywords: Edge Al, Industrial loT, Real-time quality control, Defect detection, Edge computing, Machine learning, Latency optimiza-
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Introduction

The Industrial Internet of Things (IIoT) has transformed manufacturing by enabling pervasive sensing and data collection
across production lines. However, the massive volume of data generated by sensors and cameras poses significant challenges
for real-time processing and decision-making, particularly in quality control applications where defects must be identified
within milliseconds to prevent waste and rework (Gubbi et al., 2013; Fuller et al., 2020). Traditional cloud-centric architectures
introduce unacceptable latency due to data transmission over networks, making them unsuitable for time-sensitive tasks
(Chinamanagonda, 2020; Joshi, 2021).

Edge computing addresses this limitation by processing data near the source, reducing latency and bandwidth usage (Zhou
et al,, 2019). When combined with artificial intelligence (Edge-Al), edge devices can perform complex inference tasks such as
defect detection using computer vision and sensor analytics (Arjunan, 2023; Ettalibi et al., 2024). Recent advances in model
compression and hardware acceleration have made it feasible to deploy deep learning models on resource-constrained edge
nodes (Ravichandran et al., 2019; Kanagarla, 2024).

This article presents a comprehensive framework for Edge-Al-based real-time quality control in IIoT. We design a hierarchical
architecture that distributes inference across edge devices and a local server, implement a prototype using low-cost hardware,
and evaluate its performance in terms of latency, accuracy, and resource efficiency. The contributions include: (1) a scalable
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Edge-Al reference architecture for industrial quality control, (2) a lightweight defect detection model optimized for edge
deployment, and (3) experimental results demonstrating real-time capability with minimal accuracy degradation.

Literature Review

Edge Computing in IIoT

Edge computing extends cloud services to the network edge, enabling low-latency data processing and real-time analytics
(Chinamanagonda, 2020; Chinamanagonda, 2024). In industrial settings, edge nodes can preprocess sensor data, filter noise,
and execute control loops without cloud dependency (Martinez, 2020). Deshpande and Rahman (2023) proposed an edge-based
anomaly detection system for IloT that reduced response time by 70% compared to cloud-only approaches. Similarly, Math et
al. (2021) demonstrated intelligent traffic steering in 5G edge networks for IoT, achieving sub-20 ms latencies.

Al at the Edge

Deploying AI models on edge devices requires optimizing for limited compute, memory, and power (Zhou et al., 2019).
Techniques such as model quantization, pruning, and knowledge distillation have been applied to reduce model size while
maintaining accuracy (Ravichandran et al., 2019; Arjunan, 2023). Yaramchitti and Kakarlapudi (2024) reviewed real-time data
analytics in Al-driven IoT ecosystems, highlighting Edge Al as a key enabler for industrial automation. Johnson (2021) discussed
cloud-edge Al integration for IIoT, emphasizing the need for hierarchical processing.

Quality Control Applications

Computer vision-based quality control has been widely adopted in manufacturing (Ettalibi et al., 2024). Valle et al. (1996)
presented an early VLSI architecture for real-time quality control, but modern Edge-Al approaches offer greater flexibility.
Unknown (2023) described edge-deployed computer vision for defect detection, reporting high accuracy on a PCB inspection
dataset. Jebari et al. (2023) developed a poultry monitoring system using Edge-Al and 10T, achieving real-time health prediction.
These studies confirm the feasibility of Edge-Al for quality control, yet systematic evaluations of latency, accuracy, and resource
trade-offs remain scarce.

Gaps and Motivation

While prior work has explored Edge-Al for various IoT applications (Desani & Reddy, 2021; Asaad et al., 2023; Kushwaha,
2023), few have focused specifically on real-time quality control in industrial settings with rigorous performance benchmarking.
Moreover, the impact of model compression on inference accuracy and latency in realistic IIoT scenarios is not well charac-
terized. This study addresses these gaps by proposing a complete Edge-Al pipeline and evaluating it on a custom dataset.

Methodology

System Architecture

The proposed Edge-AI quality control system follows a three-tier hierarchy: (1) edge sensor nodes, (2) an edge gateway server,
and (3) a cloud backend. Edge nodes (Raspberry Pi 4B with Camera Module v2 and ADXL345 accelerometer) capture images
and vibration data at 30 fps. They run a lightweight convolutional neural network (CNN) for preliminary defect classification.
The edge gateway (NVIDIA Jetson Nano) aggregates results from multiple nodes, performs fusion, and triggers alarms. The
cloud server (AWS EC2) handles model training and periodic updates via federated learning.

Dataset and Preprocessing

A custom dataset was collected from a simulated assembly line producing plastic bottle caps. Defects included cracks, defor-
mations, and color inconsistencies. The dataset comprises 10,000 images (7,000 normal, 3,000 defective) split into 70% training,
15% validation, and 15% test. Images were resized to 224x224 pixels and normalized. Data augmentation (rotation, flipping,
brightness adjustment) was applied to improve generalization.

Model Design and Optimization

We designed a lightweight CNN with four convolutional layers (32, 64, 128, 256 filters), max pooling, and two fully connected
layers (512 and 2 neurons). To reduce model size, we applied post-training quantization (int8) and structured pruning (30% of
filters removed). The baseline model had 1.2 million parameters; after optimization, it was reduced to 0.66 million parameters.
Models were implemented using TensorFlow Lite and deployed on edge nodes.

Experimental Setup

Experiments were conducted in a lab environment with three edge nodes connected via MQTT to the edge gateway. Latency
was measured as the time from image capture to defect classification output. Accuracy was evaluated on the test set. Resource
utilization (CPU, memory) was monitored using Linux tools. Each experiment was repeated 10 times, and mean values are
reported.
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Results

The Edge-Al system was evaluated on latency, accuracy, and resource consumption. Table 1 presents the performance compar-
ison between edge-only, edge-gateway, and cloud-only configurations.

As shown in Table 1, edge-only inference achieved the lowest latency (18.3 ms) and highest throughput (54 fps), while cloud-
only offered slightly higher accuracy (96.1%) but at 2.7x the latency. The edge gateway configuration provided a compromise
with improved accuracy over edge-only due to aggregation, but at increased latency.

Figure 1. bar chart comparing latency and accuracy across three deployment configurations

Figure 1 visualizes the latency-accuracy trade-off. The edge-only configuration meets real-time requirements (< 20 ms) while
maintaining accuracy above 94%.

Impact of Model Optimization
Table 2 summarizes the effect of quantization and pruning on model size and performance.

Quantization reduced model size by 75% with only 0.2% accuracy drop, while pruning further reduced parameters by 30%.
The combined optimization achieved a 85% size reduction and 19% latency improvement, with accuracy loss limited to 0.4
percentage points.

Resource Utilization

Table 3 reports CPU and memory usage on the Raspberry Pi edge node during inference.

The optimized model reduced CPU usage by 24% and memory by 45%, enabling efficient operation on low-power devices.

Discussion

The experimental results confirm that Edge-Al can achieve real-time quality control with latencies under 20 ms, meeting the
stringent requirements of industrial production lines. The edge-only configuration provided the best latency, while the edge
gateway offered a balance with higher accuracy through data fusion. Cloud-only inference, though most accurate, introduces
delays that may be unacceptable for time-critical processes (Johnson, 2021; Kanagarla, 2024).

Model optimization techniques proved effective in reducing resource footprint without sacrificing accuracy. Quantization and
pruning together reduced model size by 85% and latency by 19%, with only a 0.4% accuracy drop. This aligns with findings by
Ravichandran et al. (2019) and Arjunan (2023) that compression techniques are vital for edge deployment. The optimized model
consumed 2.1 W, making it suitable for battery-powered sensor nodes.

Compared to prior work, our system achieves competitive accuracy and lower latency. Ettalibi et al. (2024) reviewed industrial
Al vision systems reporting latencies of 30-50 ms; our edge-only approach improves on this by over 38%. The hierarchical
architecture also supports scalability, as additional edge nodes can be added without overloading the network.

However, limitations exist. The dataset was collected in a controlled lab environment; real-world conditions may introduce
variability. The model was trained on a specific defect type; generalization to other products requires retraining. Future work
should explore transfer learning and federated learning to adapt to new production lines (Dwivedi et al., 2019; Nahavandi, 2019).

Conclusion

This article presented an Edge-Al framework for real-time quality control in Industrial IoT, combining lightweight CNNs with
edge computing to achieve low-latency defect detection. Experimental results demonstrated a mean latency of 18.3 ms and
accuracy of 94.7% on a custom dataset, with optimized models reducing memory usage by 45% and power consumption by
34%. The hierarchical architecture balances accuracy and latency, making it suitable for bandwidth-constrained manufacturing
environments. The findings contribute to the growing body of knowledge on Edge-AI for industrial applications and provide
practical guidelines for deploying real-time quality control systems. Future research should investigate adaptive model updates,
multi-sensor fusion, and integration with digital twins (Fuller et al., 2020).
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